MG Empowerment Womesn's Self) Defesae

www.mgempowerment.com

LESSON 10 — ONLINE & SOCIAL MEDIA SECURITY

Some people, especially if you have been the victim of violence, may find some of the subject matter contained in this
article disturbing or traumatizing. If you are still in the process of recovering from violence and abuse, you may want to
consult with a mental health professional before reading this content. The subject matter is also intended for an adult
audience, and so if you are under 18, you should have an adult read the material first (parental guidance is advised for
people under 18). This article addresses the subject matter head-on, so reader discretion is advised.

Keeping Safe & Preserving Your Online Reputation

If you weren’t already aware, the university or college you are attending, probably checked you out
on social media — Facebook, Twitter, Instagram, etc. — as part of your application process. What we
and others put online about us, can tell people a lot about who we are and what we like to do.
Sometimes posts and tweets lack context, and articles and stories don’t accurately portray who we
really are - this is one of the dangers of social media. Comments we make on other people’s posts,
that include in-jokes which the general online community is not privy to, can sometimes make us
appear to be racist, homophobic and generally not nice people. Sometimes people can pick up on
the things we say, and turn them into hate campaigns against us that put us at risk for our safety, or
hamper our employment prospects, etc. For these reasons, we need to think seriously about the
things we say online, how we say them, and also be aware that the way we act and behave may be
easily captured on a smart phone and uploaded to social media sites; this may be for “harmless”
fun, or as part of a cyberbullying campaign. This component of the course looks at how we should
use social media, and some of the do’s and don’ts concerning it.

Perhaps the most fundamental principle we should understand about the internet and social media
is the permanency of anything that is put up or published. An uploaded photograph, a comment on
a story, or even something like an email that you share with friends, will in all probability last forever
— even if you tell people to delete whatever is after reading it, and not to share it, etc. Things never
completely go away. They may cease to be the most newsworthy items, after a time, but they will
always exist, with the possibility that they could resurface, at a later date. A photo of yourself drunk
and half-dressed at a party, may seem like a funny post at the time - however once posted, it will be
out there forever.
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There may be no consequences when you do this, or there might be unforeseen ones, such as a
future employer doing a bit of background research on you, etc. Before you post, comment or like
something you may just want to take a moment to think about the possible implications of what you
are doing, and consider if what you were thinking of doing would be better kept as something
personal and private. This doesn’t mean you shouldn’t use social media, but rather you might want
to think about how someone who doesn’t know you might interpret what you post, and whether this
would cause them to have adverse feelings towards you.

If you saw a comment, a post or a tweet that said, “Because I'm white”, you wouldn’t know if the
person making the statement was being sarcastic, ironic, siding with people of color, or being racist.
Even if the context was clear, and the person making it was being sarcastic, if someone wanted to,
they could take the statement, and claim that it was racist. There are enough people on the internet,
who would be happy to jump on this, and join the bandwagon saying that the comment was racist.
In the noise of such judgment, the real reason behind the post would be forgotten.

This happened to an experienced Public Relations executive called Justine Sacco. In a now famous
tweet she said, “Going to Africa. Hope | don’t get Aids. Just Kidding I’'m White!” At first glance, and
as a stand-alone statement, it is offensive and racist — however when you hear the story behind the
tweet you may think otherwise. At the time Justine Sacco had just 170 Twitter followers, so she was
under the impression that only a few people would see the tweet, but one of her followers re-
tweeted it, and it went viral. She made the tweet just before she boarded a flight from Heathrow to
Cape Town; a 10 hour journey. By the time she landed she was the number one worldwide trend on
Twitter. People’s comments on her tweet, included calls for her to lose her job (which she did),
along with threats. Justine Sacco didn’t believe in a million years that her tweet would be taken
literally, that people would think she was mocking black Africans, with her white, privileged status;
for her, the comment was meant to poke fun at the way in which living in America can put you in a
bubble where you are unaware of what is happening in the third world. The problem was, nobody
was interested in that story, and Justine Sacco’s voice and explanation was lost due to the noise on
Twitter. When you post something on social media and people pick up on it, you don’t have the
opportunity to later say, “I didn’t mean it like that.” A thoughtless comment that was meant to be
ironic cost Justine Sacco her job, and ruined her life.

The internet gives people easy opportunities to feel self-righteous, and be judgmental in a relatively
anonymous way. People who might not be motivated to join a rally or protest and campaign over a
social issue, can add their voice to the collective indignation of the masses, using social media, with
very little effort. Just as social media can make it all too easy to post a stupid comment, it also
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makes it very easy to criticize and condemn that comment — even if the condemnation isn’t really
justified.

Another problem people have with social media is that they become competitive over it - they want
the photograph they put up on Facebook to get as many “likes” as possible or to have a tweet re-
tweeted as many times as possible. The problem is that to stand out in today’s social media, this
normally means saying or posting something extreme. Students going to and enrolled at colleges
have lost sports scholarships, because coaches felt that their comments and posts didn’t reflect
well on the team, or were felt to represent the spirit of the college/university. "Never let a 140
character tweet cost you a $140,000 scholarship," Brandon Chambers, an assistant men's
basketball coach at Marymount (Virginia) University, tweeted in 2014. It may seem that posting an
outrageous photograph or saying something extreme will only last for that moment, however it can
have fairly immediate and drastic consequences.

Some of the things to avoid posting on social media are party pictures. Whilst you are not old
enough to drink, you should certainly not post pictures of yourself drinking. Although everybody
knows and acknowledges that under-age drinking does go on at university, it does you no favors to
present a record of yourself breaking the law; especially with future employers. You should also
avoid being overly negative and critical of your college/university; this may affect scholarships and
grants you have, with the institution feeling it is not in their best interest to invest in someone who is
depicting them in a bad light. It also gives an employer an insight into your attitude towards things,
and nobody wants to work with negative people. Also, when you post, pay attention to your
grammar. This may seem a minor point but a study by Grammarly showed that employees with well
edited social media profiles were more successful in their careers, enjoying better positions and
promotions, than those with poorly edited profiles. Future employers are starting to pay a lot of
attention to how and what you say about yourself, online.

You should also avoid giving too much detail about your personal life. Many predators will pretend
to be interested in the same things as you, and to have had similar experiences to yours, in order
for you to feel an affinity for them. If you think somebody is just like you, and that you have things in
common, they are much more likely to trust them. Also if you announce things like when you are
going away on holiday, people will know when you will not be at your house or in your room,
making you vulnerable to being burgled, etc. Whenever you see somebody checking in at an airport
on Facebook, you know wherever they live will be vacant for a period of time. Post your holiday
photographs when you get back, rather than announcing that you’ll be away before you leave.
Nothing is Completely Private on the Internet
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Not everybody who follows you or is friends with you on social media is concerned about you.
Some people will follow or friend you to see what you are up to, without being genuinely interested
in your wellbeing e.g. it was one of Justine Sacco’s followers who re-tweeted her comment.

In 2010, a female student (Karen Owen) at Duke University, compiled a “joke” Power Point
presentation that she emailed to a few close friends. It was entitled, “An education beyond the
classroom: excelling in the realm of horizontal academics.” In it she grades 13 men, many of them
from the Duke College Lacrosse team, on the criteria, including penis size, their sexual creativity
and athletic ability. The report/thesis was intended to be entertaining and fun, and the intended
audience was a close circle of female friends. The author never intended it to be public, but of
course it soon did. Whilst the author told the recipients of her piece not to pass it on, somebody did.
They may have done so telling their circle not to forward it on, etc., however the piece soon went
viral. The content of the report was a mix of well written and genuinely funny statements along with
moments of acute self-awareness, however both the author, and those she wrote about were cast
under a spotlight, where nobody wanted to be. The report is still out there and available on the
internet, despite the best efforts of the author and those on the list to remove it. However much
Karen Owen regrets writing and sending it to her friends, that report will live on forever.

What you may think is private and restricted can never be guaranteed so. You may think the
innocent enough topless selfie, you took for your boyfriend, and sent to him, will only live on his
phone, however in a mix of show and bravado he may well show it to a friend, who then pressures
him into sending him a copy. That photo is now outside of the circle it was intended for, and you
have no control over that image. It may be that your boyfriend doesn’t pass it on whilst you are
together, however if the relationship ends and he feels the need to hurt you, he has a perfect piece
of ammunition with which to do so. If he uploads it to a social media site that photo will exist forever,
even if you manage to get him to take it down, as it is inevitable that someone will have
downloaded it, forwarded it or shared it during the time it was up.

Geocodes & Personal Safety

Many people upload photographs directly from their phones, unaware of the amount of information
they are putting out there in the public domain. Photographs taken on phones contain details about
the time when the photo was taken, along with the place/location it was taken. Locations are stored
as Geocodes, and if you upload these photos to Facebook and other similar information, this
Geocode information goes with them. Anyone who has software that can perform reverse
geocoding (and this is freely available), will be able to find out the place where you took the
photograph. One of the intended uses of this geocoding was so that images which were by default
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stored as files with names like DSC0001.jpg could be automatically renamed with the location
where they were taken e.g. STATUTE_OF_LIBERTY1.JPG etc.

Unfortunately, this information could also be used for nefarious purposes. Imagine that you are
getting ready to go out, and you take a selfie of yourself all dressed up, and decide to update the
profile picture on one of your social media accounts. The location where the photograph was taken
— your house — is now in the public domain. Let’s say that you’ve got an admirer in one of your
classes who keeps trying to date you, however you have no interest. They can now access where
you live. If you take some photos at a bar or a restaurant you frequent, and upload those photos,
they now know where you go out to socialize. With a bit of commitment, patience and persistence
they can build up a fairly accurate profile of your life, which will enable them to be in the same
place, at the same time as you whenever they want. Now imagine it's not just a persistent and
annoying admirer, but an ex-boyfriend who is stalking you.

It is possible to take photographs on your phone without storing geocode information, however you
will need to actively turn this off in most smartphones. In most phones this will involve resetting your
location and privacy settings, and then opening your camera application, and selecting/de-selecting
the appropriate options.

Cyberbullying

In any bullying incident there are three parties: the bully, the bullied, and the bystanders. Social
media has made it very easy for individuals to publicly humiliate others, start rumors and run
campaigns of social exclusion.

In 2010 Dharun Ravi, the roommate of Tyler Clementi — a Rutgers student — set up a hidden
camera in their room to film Tyler and another man, after Tyler asked if he could have use of the
room for a few hours. Tyler had only just come out as gay during the summer of his high school
graduation, and had only just started sharing this information. His roommate captured Tyler
engaging in intimate acts with another man, and put the recording online for others to view. After
learning through his roommate’s Twitter feed that he was an object of ridicule, and that his
roommate filmed him again (as an open feed with other students watching), Tyler committed
suicide by jumping off the George Washington Bridge — this was three days after the original
posting of the video, online.

That Ravi meant the whole event to be some form of prank, not realizing the seriousness of what

he was doing is one explanation — whether or not he deliberately wanted to embarrass and shame
© COPYRIGHT — MG EMPOWERMENT. 2020 — ALL RIGHTS RESERVED WWW.MGEMPOWERMENT.COM



Clementi, is irrelevant. His actions caused an 18 year old to take his own life. What is often left out
of this story, is the other individuals who were compilicit in this, the ones who commented on the
first video and congratulated Ravi on taking it and posting up. If nobody had commented and/or
people had condemned Ravi’s actions, and supported Clementi, he may still be alive.

When you like something on Facebook, or re-tweet something, or leave a comment that agrees or
supports the author, you are giving them power, and a mandate to continue what they are doing.
Someone else’s embarrassment, may seem funny to you at the time, however it may be socially
crippling to them. If the person who is the focus of the post has not responded in any way, it may be
better to do the same. None of the individuals who tweeted in support of Ravi’'s actions, who
watched the videos, etc., would have imagined what Clementi would do. However it is clear that

Clementi didn’t consider himself “in” on the joke.

Social media can be a powerful tool for change, but it also allows a large and expansive platform for
bullies to engage in their acts. We have a choice, we can be the bystanders who lend our support
to the bullies, the ones who don’t engage, or the ones who actively intervene and show that we
don’t support the things they do.

Conclusion
Your online presence says a lot about you, not only to your friends but to your college/university, as
well as future employers. In a study in 2009, 45% of employers said that they used Social Media to

influence their selection and hiring of employees. That number is only going in one direction. By the
time you graduate, it will be rare to find an employer who doesn't.
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Our Women’s Self Defense Program is a framework, for understanding how violent
situations occur and evolve, along with the motivations behind them, so that it is possible to
predict, identify and avoid them.

Our Women's Self Defense Free Online Course is an 11-course topic program taught by Mr.
Maurice Gomez. The course has also been reviewed & validated by FBI Criminal
Psychologist, Dr. Natasha Bullock with contribution from Ben Keren who is a security
analyst & subject matter self-defense expert in Women's Self-Defense.

Although this material is copyrighted, it is available for distribution, under the terms and
conditions specified at www.mgempowerment.com/terms.html. Distribution of this material,
in a class setting or otherwise, does not denote endorsement or certification of the
instructor or program by MG Empowerment.

The publisher and author of this material are not responsible in any manner whatsoever for
any injury or litigation that may result from following any instructions given within.

MG Empowerment. 626-831-6953
Dba JSK 5.0 Duarte www.mgempowerment.com

1740 E. Huntington Dr.
Duarte, CA 91010
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